C.43

Contra
To: Board of Supervisors Costa
From: Anna Roth, Health Services Director Cou nty

Date: November 23, 2021

Subject: Purchase Order for SentinelOne Vigilance PRO via Vendor Lynbrook

RECOMMENDATION(S):

APPROVE and AUTHORIZE the purchasing agent to execute, on behalf of the Health
Services Department, a Purchase Order with Lynbrook Solutions, LLC, in an amount not to
exceed $416,853 and a Service Addendum with SentinelOne, Inc for the purchase of
computer threat management software, support and implementation for the period from
December 1, 2021 through November 30, 2024.

FISCAL IMPACT:
This purchase order will result in expenditures of up to $416,853 over a 3-year period and
will be funded 100% by Hospital Enterprise Fund I revenues.

BACKGROUND:

Contra Costa Health services has selected this vendor to provide SentinelOne Vigilance
PRO end point computer protection. SentinelOne Vigilance PRO is the only platform that
defends against the types of currently known attacks, at every state in the threat lifecycle,
while allowing an automated mechanism to disconnect the computer from the network if it
is infected, and to remediate the issue remotely. Additionally, the tool allows for forensic
analysis if an unknown threat does compromise the system. The Health Services
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Department has an existing agreement



BACKGROUND: (CONT'D)

with SentinelOne Inc., and the Service Addendum sets forth the threat detection services
SentinelOne will provide. Lynbrook Solutions, LLC is an authorized third-party reseller for
SentinelOne, Inc.

CONSEQUENCE OF NEGATIVE ACTION:

If this purchase order is not approved, the Health Services Department’s Information
Systems Unit will not be able to mitigate and resolve threats and open proactive escalation
as needed twenty-four hours a day, seven days a week.

CLERK'S ADDENDUM

CORRECTED to READ: APPROVE and AUTHORIZE the purchasing agent to
execute, on behalf of the Health Services Department, a purchase order with Lynbrook
Solutions, LLC, in an amount not to exceed $416,853 and a Service Addendum with
SentinelOne, Inc for the purchase of computer threat management software, support

and implementation for the period Deeember12021+-threugh-Noevember30,2024-
November 1, 2021-October 31, 2024 (100% Hospital Enterprise Fund I)




