C.42

Contra
To: Board of Supervisors Costa
From: Anna Roth, Health Services Director Cou nty

Date: November 10, 2020

Subject: Approval of Purchase Order with Rosenthal Enterprise, Inc. (dba TachTech)

RECOMMENDATION(S):
APPROVE and AUTHORIZE the Health Services Director, or designee, to execute a
Purchase Order with Rosenthal Enterprises, Inc., doing business as TachTech, in an amount

not to exceed $74,880, for the renewal of Nexpose software licenses and support services,
for the period August 17, 2020 through August 16, 2023.

FISCAL IMPACT:
This contract is 100% funded by the Hospital Enterprise Fund 1.

BACKGROUND:

The Contra Costa Health Services Department seeks to renew its subscription to Nexpose
software, which provides security risk discovery, detection, verification, risk classification,
impact analysis, reporting and mitigation. The Nexpose application pairs with Metasploit to
automatically validate vulnerabilities by testing their exploitability and automatically
creating remediation plans with clear guidance to effectively reduce network security risk.

Tach Tech is an authorized reseller of Rapid7 LLC’s Nexpose software. The End User
License Agreement governing the Nexpose software requires the County to indemnify the
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software owner, Rapid7 LLC, for any claims arising out of the County’s use of the software.



CONSEQUENCE OF NEGATIVE ACTION:

If not approved, the Department faces increased vulnerability and risk in databases, web
applications and network devices across both physical and virtual environments.




