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2019 PRIVACY AND SECURITY AGREEMENT 

BETWEEN 

the California Department of Social Services and the 

County of Contra Costa 

Department/Agency of Employment and Human Services

PREAMBLE 

The California Department of Social Services (COSS) and the 

county of Contra Costa

Department/Agency of Employment and Human Services

enter into this Data Privacy and Security Agreement (Agreement) in order to ensure 
the privacy and security of Social Security Administration (SSA), Medi-Cal Eligibility 
Data System (MEDS) and Applicant Income and Eligibility Verification System (IEVS) 
Personally Identifiable Information (PII), covered by this Agreement and referred to 
hereinafter as PII, that the counties access through COSS and the Department of 
Health Care Services (DHCS). This Agreement covers the following programs: 

• CalFresh;
• California Food Assistance Program (CFAP);
• California Work Opportunity and Responsibility to Kids Program (CalWORKs);
• Cash Assistance Program for Immigrants (CAPI);
• Entrant Cash Assistance (ECA)/Refugee Cash Assistance (RCA);
• Foster Care (FC) (eligibility);
• Kinship Guardianship Assistance Program (Kin-GAP) (eligibility);
• Federal Guardianship Assistance Program (Fed-GAP) (eligibility);
• General Assistance/General Relief (GA/GR); and
• Trafficking and Crime Victims Assistance Program (TCVAP).

The COSS has an Inter-Agency Agreement (IAA) with OHCS that allows COSS and 
local county agencies to access SSA and MEDS data in order to Assist in the 
Administration of the Program for the programs listed above. The IAA requires that 
COSS may only share SSA and MEDS data if its contract with the entity with whom it 
intends to share the data reflects the entity's obligations under the IAA. 
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AGREEMENTS 

CDSS and County Department/Agency mutually agree as follows: 

I. PRIVACY AND CONFIDENTIALITY

A. County Workers may use or disclose PII only as permitted in this
Agreement and only to assist in the administration of programs in
accordance with 45 CFR § 205.50 et seq. and Welfare and Institutions
Code section 10850 or as authorized or required by law. Disclosures
required by law or that are made with the explicit written authorization of
the client are allowable. Any other use or disclosure of PII requires the
express approval in writing of COSS. No County Worker shall duplicate,
disseminate or disclose PII except as allowed in this Agreement.·

B. Pursuant to this Agreement, County Workers may only use PII to assist in
administering their respective programs.

C. Access to PII shall be restricted to County Workers who need to perform
their official duties to assist in the administration of their respective
programs.

D. County Workers who access, disclose or use PII in a manner or for a
purpose not authorized by this Agreement may be subject to civil and
criminal sanctions contained in applicable federal and state statutes.

11. PERSONNEL CONtROLS

The ·County Department/Agency agrees to advise County Workers who have
access to PII, of the confidentiality of the information, the safeguards required
to protect the information, and the civil and criminal sanctions for non­
compliance contained in applicable federal and state laws. For that purpose,
the County Department/Agency shall implement .the following personnel
controls:

A. Employee Training. Train and use reasonable measures to ensure
compliance with the requirements of this Agreement by County Workers,
including, but not limited to:

1. Provide initial privacy and security awareness training to each new
County Worker within thirty (30) days of employment;

2. Thereafter, provide annual refresher training or reminders of the privacy
and security safeguards in this Agreement to all County Workers.
Three (3) or more security reminders per year are recommended;
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